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1.  Department of Justice
❑ Corporate Compliance Program Guidance

❑ Certain Enforcement Actions
❑ Individual Accountability

❑ Certain Enforcement Actions
❑ Pandemic-Related Fraud

❑ Certain Enforcement Actions
❑ Cyber-Fraud  & Cyber Security

2.  Office of Inspector General (OIG) Hot Topics 
❑ 2022 OIG Advisory Opinions
❑ OIG Advisory Opinion Changes
❑ OIG Self-Disclosure Protocol



Agenda
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3.   CMS  Hot Topics
❑ Telehealth
❑ Open Payments
❑ Certain Surveys & Audits

4. Board Roles & Responsibilities
❑ Cases
❑ Responsibility for Cybersecurity?



Department 
of

Justice 
“Hot Topics”
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Corporate Compliance Program 
Guidance

Individual Accountability

Pandemic-Related Fraud

Cyber-Fraud & Cyber-Security



A Brief Look at Prior DOJ Guidance
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➢ 2017 – DOJ Fraud Section publishes Evaluation of Corporate Compliance Programs (ECCP)
containing import topics and sample questions it uses when evaluating the effectiveness of
corporate compliance programs

➢ DOJ’s “Principles of Federal Prosecution of Business Organizations” include “Filip Factors”

➢ One factor is the existence and effectiveness of the corporation’s pre-exiting compliance
program as well as remedial efforts to implement an effective corporate compliance
program or to improve an existing one.
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A Brief Look at the 2019 Changes
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➢ 11 Sections:
1. Analysis and Remediation of Underlying Conduct
2. Senior and Middle Management
3. Autonomy and Resources
4. Policies and Procedures
5. Risk Assessment
6. Training and Communications
7. Confidential Reporting and Investigation
8. Incentives and Disciplinary Measures
9. Continuous Improvement, Periodic Testing and Review
10. Third Party Management
11. Mergers & Acquisitions
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A Brief Look at the 2019 Changes
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➢ Expands DOJ Guidance to beyond the Fraud Section to DOJ’s entire criminal division

➢ Focuses on 3 areas of corporate compliance:

➢ Risk assessments – CCP must be proportionate to identified risks

➢ Culture of compliance - Entities must demonstrate financial, practical and philosophical
support for compliance

➢ Continuous compliance program improvement – Entities should continually review, reassess
and improve their CCP

➢ Effect on False Claims Act (FCA) Guidance
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A Brief Look at the 2019 Changes
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➢ There are 3 Fundamental Questions prosecutors must ask when evaluating the effectiveness of
a Corporate Compliance Program (CCP):

➢ (1) Is the compliance program well designed?

➢ (2) Is the compliance program being implemented effectively?

➢ (3) Does the compliance program work in practice?
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The 2020 Changes
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The 2020 Changes
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The 2020 Changes
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➢ There are 3 Fundamental Questions prosecutors must ask when evaluating the
effectiveness of a Corporate Compliance Program (CCP):

➢ (1) Is the compliance program well designed?

➢ (2) Is the program adequately resources and empowered to function
effectively?

➢ (3) Does the compliance program work in practice?
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The 2020 Guidance: Question 1
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The 2020 Guidance: Question 1
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This Photo by Unknown Author is licensed under CC BY

https://pressbooks.bccampus.ca/esm1/chapter/chapter-1/
https://creativecommons.org/licenses/by/3.0/


The 2020 Guidance: Question 1
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The 2020 Guidance: Question 1
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The 2020 Guidance: Question 1

16Barrett Law, PA



Enforcement Action: Billing Company
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Enforcement Action: Management Company
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The 2020 Guidance: Question 1
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Enforcement Actions: Private Equity
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Enforcement Actions: Private Equity
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https://www.faegredrinker.com/-/media/files/insights/pubs/2020/wsl_august20.pdf



Enforcement Actions: Private Equity
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M

https://www.modernhealthcare.com/government/justice-departments-
new-way-fight-healthcare-fraud-sue-private-equity

Modern Healthcare Nov. 16, 2021



The 2020 Guidance: Question 2
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The 2020 Guidance: Question 2
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The 2020 Guidance: Question 2
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The 2020 Guidance: Question 3
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The 2020 Guidance: Question 3
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The 2020 Guidance: Question 3
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The 2020 Guidance: Question 3
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The Yates Memo
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The Yates Memo
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1. To be eligible for any cooperation credit, corporations must provide to the Department all relevant 
facts about the individuals involved in corporate misconduct. 

2. Both criminal and civil corporate investigations should focus on individuals from the inception of the 
investigation. 

3. Criminal and civil attorneys handling corporate investigations should be in routine communication with 
one another. 

4. Absent extraordinary circumstances, no corporate resolution will provide protection from criminal or 
civil liability for any individuals.

5. Corporate cases should not be resolved without a clear plan to resolve related individual cases before 
the statute of limitations expires and declinations as to individuals in such cases must be 
memorialized. 

6. Civil attorneys should consistently focus on individuals as well as the company and evaluate whether 
to bring suit against an individual based on considerations beyond that individual's ability to pay. 



The Yates Memo
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Deputy Attorney General Rosenstein:

“investigations should not be delayed merely to collect information about 
individuals whose involvement was not substantial, and who are not likely to be 
prosecuted.”

“a company must identify all wrongdoing by senior officials, including members 
of senior management or the board of directors, if it wants to earn any credit 
for cooperation.” 

“If a corporation wants to earn maximum credit, it must identify every 
individual person who was substantially involved in or responsible for the 
misconduct.”



DOJ Criminal Division Guidance
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https://www.justice.gov/opa/speech/deputy-attorney-general-lisa-o-monaco-gives-keynote-address-abas-36th-national-institute



DOJ Criminal Division Guidance

https://www.justice.gov/dag/page/file/1445106/downloadBarrett Law, PA



Enforcement Action: Yates in Action
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Enforcement Action: Yates in Action
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Enforcement Action: Yates in Action
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DOJ Criminal Division Guidance
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Corporate Compliance & Enforcement
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Corporate Compliance & Enforcement
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Corporate Compliance & Enforcement
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Corporate Compliance & Enforcement
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CMPs & The 8th Amendment
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DOJ on Pandemic Fraud



DOJ on Pandemic Fraud

https://www.justice.gov/opa/pr/deputy-attorney-general-lisa-o-monaco-announces-new-civil-cyber-fraud-initiative



DOJ on Pandemic Fraud



DOJ on Pandemic Fraud



Pandemic Fraud



Pandemic Fraud
•Capitalized on scarcity to peddle fake vaccines and sell millions of counterfeit N95 
masks and other personal protective equipment to health care facilities desperate to 
protect frontline workers

•Inflated payrolls to obtain loans larger than they were eligible to receive.

•Used shell companies and received assistance that they unlawfully diverted

•Set up operations to submit identical loan applications in the names of multiple 
companies.

•Fraudulently misrepresented the products or services they sold to the federal 
government.



What To Do??
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✓

PRF Reporting

>PRF Reporting
- Deadlines correspond to payment periods
- $10,000 +
- Healthcare related expenses/lost revenue 
attributable to COVID-19 

>Period 1 reporting was extended – no signal of similar 
extension for Period 2

> Period 2 reporting (July 1- Dec 31, 2021) ended March 31, 
2022; payments due April 30, 2022

> Demand Letters

Barrett Law, PA



Cyber-Fraud



Cyber-Fraud



Cyber- Security



Cyber-Security
Organizations operating in critical infrastructure sectors must:

•Report "substantial" cyber incidents to the Cybersecurity and 
Infrastructure Security Agency ("CISA") within 72 hours after the 
entity “reasonably believes” the incident occurred.
•Provide reports to CISA of substantial new or different information 
that becomes available until the incident has concluded and been fully 
mitigated and resolved.
•Report ransom payments to CISA within 24 hours after making the 
ransom payment.
•Preserve data related to cyber incidents or ransom payments in 
accordance with procedures to be established by CISA



Cyber-Security



Cyber-Security



What to Do???



Office
of Inspector 

General
“Hot Topics”
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2022 Advisory Opinions

OIG Self-Disclosure Protocol

OIG Guidance on Advisory Opinions



OIG 2022 Advisory Opinions
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OIG 2022 Advisory Opinions
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OIG Self Disclosure Protocol
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OIG Advisory Opinions
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DHHS & 
CMS 

“Hot Topics”
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Telehealth

Sunshine Act Reporting 

Surveys/Audits

Medicare Advantge



Telehealth
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Sunshine Act Reporting
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Audits & More Audits
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Audits & More Audits
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Audits & More Audits
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Audits & More Audits
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Medicare Advantage
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Medicare Advantage
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Certain Enforcement Actions: Medicare Advantage
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Certain Enforcement Actions: Medicare Advantage
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Board 
of 

Directors
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Role & 
Responsibilities



A Board’s Role and Responsibilities
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The Board has 3 broad duties:
• The Duty of Care
• The Duty of Loyalty
• The Duty of Obedience to Purpose

Caremark:

“a duty to attempt in good faith to assure that a corporate information
and reporting system, which the board concludes is adequate, exists,
and . . . failure to do so under some circumstances may . . . render a
director liable for losses caused by non-compliance with applicable legal
standards.”



A Board’s Role and Responsibilities
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“But is important that the board exercise a good faith judgement that
the corporation’s information and reporting system is in concept and
design adequate to assure the board that appropriate information will
come to its attention in a timely manner as a matter of ordinary
operations, so that it may satisfy its responsibility.”

“And obviously too, no rationally designed information and reporting
system will remove the possibility that the corporation will violate laws
or regulations or that senior officers or directors may nevertheless
sometimes be misled or otherwise fail reasonably to detect acts material
to the corporation’s compliance with the law.”



A Board’s Role and Responsibilities
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Director shall perform his or her duties, including duties as a member of 
any committee of the board upon which the director may serve: 

• In good faith; 

• In a manner that is in the best interest of the corporation; 

• Based on information sought and provided to his or her; and

• With such care, including reasonable inquiry, as an ordinarily 
prudent person in a like position would use under similar 
circumstances



A Board’s Role and Responsibilities
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Marchand:

“. . . the board had no committee overseeing food safety, no full board-
level process to address food safety issues, and no protocol by which the
board was expected to be advised of food safety reports and
developments. Consistent with this dearth of any board-level effort at
monitoring, the complaint pleads particular facts supporting an
inference that during a crucial period when yellow and red flags about
food safety were presented to management, there was no equivalent
reporting to the board and the board was not presented with any
material information about food safety.”



A Board’s Role and Responsibilities
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Boeing:

“A 737 MAX airplane manufactured by The Boeing Company…crashed in October
2018, killing everyone onboard; a second one crashed in March 2019, to the same
result. Those tragedies have led to numerous investigations and proceedings in
multiple regulatory and judicial arenas to find out what went wrong and who is
responsible. Those investigations have revealed that the 737 MAX tended to pitch
up due to its engine placement; that a new software program designed to adjust the
plane downward depended on a single faulty sensor and therefore activated too
readily; and that the software program was insufficiently explained to pilots and
regulators. In both crashes, the software directed the plane down. The primary
victims of the crashes are, of course, the deceased, their families, and their loved
ones. While it may seem callous in the face of their losses, corporate law recognizes
another set of victims: Boeing as an enterprise, and its stockholders.”



A Board’s Role and Responsibilities
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Corporate Integrity Agreements

“Board Compliance Obligations. The Board of Provider shall be responsible for
the review and oversight of matters related to compliance with Federal health
care program requirements and the obligations of this CIA. The Board must
include independent (i.e., non-employee and non-executive) members. The
Board shall, at a minimum, be responsible for the following: a. meeting at least
quarterly to review and oversee Provider’s compliance program, including but
not limited to the performance of the Compliance Officer and Compliance
Committee; b. submitting to the OIG a description of the documents and other
materials it reviewed, as well as any additional steps taken, such as the
engagement of an independent advisor or other third party resources, in its
oversight of the compliance program and in support of making the resolution
below during each Reporting Period;…”



Any Questions/Thoughts/Comments
Lynn Barrett, Esq., CCP, CHC

lynn@blhealthlaw.com
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